Holiday Bible Week

Bishop’s Stortford
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Data Protection Policy

This document will be reviewed annually (or sooner if necessary) by the committee.
Last reviewed and agreed: 14 March 2024

Next review: Spring 2025



Introduction

This document describes the policy adopted by Holiday Bible Week (HBW) to comply with the
requirements of the General Data Protection Regulation (GDPR).

There is a committee member responsible for Data Protection. In this document they are referred to
as ‘DP’. Their role is described more fully later.

Awareness

The committee member responsible for Data Protection (DP) will ensure that all committee members
are aware of their responsibilities under GDPR, by discussing this at least annually in committee.

DP will also ensure that Tent Leaders, and others who have access, are aware of their responsibilities
by reminding them both before and after the event of how to treat the data they have.

Data Register

DP will maintain a register of the data we hold, describing what the data is used for, the basis for
processing the data, who holds the data, who processes the data, the security controls in place and
the retention period. This information will be held on a secure drive accessed by the DP and Chair of
Committee.

Privacy Notices

We display privacy notices on our application forms and our website.

Data Access, Provision and Deletion

Access to data, provision of individual data and deletion of data on request will be handled in the
first instance by our Secretary who will then pass the request to the DP. Contact information will be
provided in our Privacy Notice on the website. Given the relatively small numbers involved, we
should be able to provide or delete information within one month.

Lawful Basis

The lawful basis for processing the data will be recorded in the Data Register.

For the most important data (on Children’s Registration and Adult Registration), the lawful basis is
‘Legitimate Interest’.

Where Legitimate Interest is the lawful basis, we will conduct a Legitimate Interest Assessment.

The lawful basis for other categories of data will be agreed with the Data Holder, in association with
the Data Protection Member, and recorded in the Data Register.

Special Category Data

We hold Special Category Data, in that we hold Health and Special Educational Needs data for
children and adults, and data on Religion for helpers. We may also hold Criminal Offence data on
helpers.



For Health and Special Educational Needs, we will ask for specific permission to share this data with
Tent Leaders and First Aiders as part of the application process. We will make it clear that this data
will not be shared outside of HBW.

For Religion, we will process this data as a not-for-profit body with a religious aim, the data belonging
to members, and will not disclose the data outside of HBW.

Any Criminal Offence data is held as a legal requirement under the Children Act 1988. This data will
only be shared with the Chair of Committee and the Safeguarding Officer, and will not be disclosed to
anyone else.

Children

We are aware that we hold data on children.

The children attending HBW are under 13, and the data we hold has been entered by their parent or
carer, who will have seen the Privacy Notices associated with the data and have consented by
continuing with their application.

For young helpers aged 13-18, we process this data on the same basis as adult data. We have
reviewed the wording of the associated Privacy Notices to ensure that they are age appropriate.

We require the consent of the parent on the young helper’s application.

Data Protection Member

We do not require a Data Protection Officer as defined by the ICO, as our data processing is small in
scale.

We will appoint a committee member with special responsibility for Data Protection. The
responsibilities of this member are:

To maintain the Data Register

To check annually that our Privacy Notices are up to date and available

To assist in the determination of Lawful Basis, where required

To remind Committee and Tent Leaders about their responsibility to handle data with care,
and to delete when no longer required

To be the point contact for any Data Breaches

To report annually to the Committee on GDPR, and to ensure that the committee continue to
be aware of this when considering other business

Data Breaches

Data breaches are incidents that affect the confidentiality, integrity or availability of personal data.

Unauthorised access to computers belonging to committee members or tent leaders could result in a
data breach. Access to the main storage (Google Drive), apart from via unauthorised access to
computers, is unlikely, and may be noted and reported by Google

Other data breaches, such as the accidental sharing or deleting of data, would be noticed by those
processing the data.

When a data breach is observed, this should be reported to the DP, via the Secretary if appropriate.



They will review the incident and determine whether or not the data breach is likely to result in any
damage to the individuals whose data has been breached. They may involve the Chair or Vice-Chair
in reaching a decision on this matter. If damage is deemed likely, the DP will inform the ICO within 72
hours of becoming aware of it, following the guidance on the ICO website.

In any case the DP will prepare a report for the Committee, including the nature and timing of the
breach, the individuals whose records have been breached, their assessment of the likely damage to
these individuals, whether or not this was reported to the ICO, whether or not the individuals were
informed of the breach, and the steps taken to mitigate the breach and to prevent recurrence.

Data Protection Impact Assessments (DPIA)

The DP has completed a Data Protection Impact Assessment Checklist for each major category of
data, to determine whether or not a DPIA is required, and the record of this is held on the secure
drive.

The DP in collaboration with the Committee will complete a DPIA Checklist for any new systems.

The DP will perform a DPIA only for systems where the checklist has demonstrated it is necessary.

Data Protection Fee

We are exempt from paying the data protection fee, as we are a not-for-profit organisation, and hold
and process the data only to provide and administer activities for individuals who are members of
HBW or have regular contact with us.

Email

For small groups, such as the committee or individual tents, there is a legitimate interest in email
addresses being shared, so emails may be sent to the group.

Emails to parents, to all helpers, or to other large groups must be sent either to individual recipients
or using the bcc function, in order to avoid distributing email addresses.



Appendixl1: Privacy Notice: Children

HBW holds the information provided on the application form in order to contact you about the
event, allocate children to tents, and to provide for the safety and well-being of your child (including
emergency contact information).

We hold this information on the basis of our legitimate interest in it, as it would otherwise not be
possible to run the event.

The information will only be used within HBW. We will not pass this information to any other
organisation without your explicit permission, unless we are required by law, or in order to enforce
our terms of use. (For example, if there is a Safeguarding issue).

Where you have provided Health information, this will be shared with the appropriate Tent Leader
and with our First Aid team. This information will not be provided outside HBW.

Where you have provided information about Special Needs or Requirements, this information will be
shared with the appropriate Tent leader, and with our Special Needs coordinator. This information
will not be provided outside HBW.

We will hold this information for up to two years.

You have the right to access the data we hold from you, the right to rectify any errors in the data, and
the right to have the data erased. Note that if the data is erased before the event, it will not be
possible for your child to attend the event.

You have the right to restrict our processing of the data in certain circumstances. The Information
Commissioner’s Office has further information on this right.

If you wish to inspect the information we hold, to rectify it or delete it, please contact our Secretary
(info@holidaybibleweek.co.uk) and we will make the necessary arrangements.
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Appendix 2: Privacy Notice — Volunteers

HBW holds the information provided on the application form in order to contact you about the
event, to ensure your suitability to help at HBW, and in order for us to allocate people to the most
suitable roles. We will also use this information to contact you about HBW in future years.

We hold this information on the basis of our legitimate interest in it, as it would otherwise not be
possible to run the event.

The information will only be used within HBW. We will not pass this information to any other
organisation without your explicit permission, unless we are required by law, or in order to enforce
our terms of use. (For example, if there is a Safeguarding issue). As stated on the form, we will
contact your minister for confirmation that you are suitable to help at HBW.

Where you have provided health information, this will be shared with the appropriate Tent Leader
and with our First Aid team. This information will not be provided outside HBW.

If you have indicated that you have a criminal conviction, this information will be shared only with
key members of the Committee and with our Safeguarding Officer, except under compulsion of law.

We will hold your information for up to five years.

You have the right to access the data we hold from you, the right to rectify any errors in the data, and
the right to have the data erased. Note that if the data is erased before the event, it will not be
possible for you to attend the event.

You have the right to restrict our processing of the data in certain circumstances. The Information
Commissioner’s Office has further information on this right.

If you wish to inspect the information we hold, to rectify it or delete it, please contact our Secretary
(info@holidaybibleweek.co.uk) and we will make the necessary arrangements.
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Appendix 3: Information for Tent Leaders

Holiday Bible Week is subject to data protection (GDPR) legislation. This has some implications for
how HBW handles data, and it does place some particular responsibilities on Tent Leaders. This is a
brief list of Dos and Don’ts for tent leaders.

DO keep the data we send you on children and helpers secure.

DO be particularly aware of sensitive data (health and special needs) Think about the best
way to have this data available in your tent, without it being accessed by people who don’t
have a need to see it.

e DO NOT use an open mailing list when sending information to parents or children, as this
gives all the parents a list of email addresses.

DO use either individual emails or use the ‘bcc’ function for outgoing emails.
DO NOT share any of the information we provide with other organisations, including Church
Groups or uniformed organisations. We do not have permission to use the data in this way.

e DO obtain specific permission from the parent / carer before sharing data like email
addresses or phone numbers with anyone, including helpers in your tent. DO keep a record
of this permission, and let the Committee know.

e DO let us know if data has been ‘breached’ (lost, inadvertently altered, or shared outside
HBW). Examples would include if your laptop is stolen, if your computer is infected with a
virus, or if you accidentally use an open mail list. We will assess the situation and decide on
any further action.

e DO delete all information after the event. We will hold the information on children for two
years and on helpers for five years, and can provide it again on request, but best practice is
to minimise the number of places where the information is stored.

® DO ask the committee member for Data Protection (email link) if you have any questions on
this subject.



